official Terry Turchie was “wrong” to
warn that the congressionally man-
dated merger of the intelligence and
counterintelligence offices at DOE
could hinder detection of espionage at
LLNL and other weapons facilities.
Turchie, who retired in 2007 as the
counterintelligence chief at LLNL,
wrote to committee chairman John Din-
gell (D-MI) in September, warning that
“the vulnerability of DOE personnel
and facilities to hostile intelligence ac-
tivities has increased exponentially” be-
cause of the DOE reorganization.
Turchie was not among the witnesses
testifying at a 25 September hearing of
the committee’s oversight and investi-
gations subcommittee, and the commit-
tee issued a statement afterward dis-
missing his concerns.

The merger reversed a 1999 congres-
sional directive for the establishment of
a separate counterintelligence function
within DOE. That elevation came in the
wake of allegations that China had
stolen nuclear secrets from the labs.

Cyberattacks increasing

DOE officials also reported that mali-
cious attempts to penetrate the com-
puter networks at the labs and other
DOE facilities are on the rise. Dingell
charged that the labs “are virtually
naked to concerted cyberattacks, espe-
cially by assault from persistent, well-
funded, and dedicated assailants.” At-
tacks numbered more than 400 million
in each of three recent months, Borgia
said. DOE inspector general Gregory
Friedman said the frequency of attacks
has jumped 45% over the past year.
Hackers range from relatively harmless
curiosity seekers to those originating
from “nation-state and belief-based es-
pionage,” said Linda Wilbanks, the
chief information officer for DOE’s Na-
tional Nuclear Security Administration.
Asked whether some breaches in cy-
bersecurity may have gone undetected,
Borgia answered simply “yes” and left
further elaboration to a closed hearing
that followed the public session.

Lab directors reassured lawmakers
that classified information isn’t at risk in
cyberattacks. That top-secret material is
kept on secured internal networks that
are “air gapped,” or physically sepa-
rated from, internet connections. A sec-
ond, “yellow” network restricted to the
labs and their collaborators does contain
sensitive but unclassified data such as
personnel records, business proprietary
information, and information relating to
naval reactors and other nuclear facili-
ties. Though protected by firewalls, the
yellow network is accessible from the in-
ternet to a number of foreign nationals
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who have security clearance and to oth-
ers. That network presents “a valuable
target for foreign governments, terror-
ists, and spies,” warned Gene Aloise,
director of natural resources and envi-
ronment at the Government Account-
ability Office (GAO), who noted that
13 000 users at Los Alamos National
Laboratory have access.

Friedman, who has authored nu-
merous reviews urging DOE to up-
grade its cybersecurity, said the ongo-
ing concern “is one of the most
perplexing issues I deal with.” The de-
partment has failed to follow through
on numerous cybersecurity measures it
has initiated, he said.

Wilbanks and Bradley Peterson,
DOE’s chief of nuclear security, said
cybersecurity upgrades are under way:.
More than half of the recommenda-
tions contained in a recent GAO report
will be implemented by December,
and the remainder will be in place by
the end of 2009, they said in their joint
testimony.

Mock terror attack

The hearing also covered concerns over
the state of LLNL's physical security;
committee members pointed out that
the lab’s protective force had failed to
repel a mock terrorist assault last April.
The DOE Office of Independent Over-
sight found the guards’ performance
lapses during the exercise “shocking
and so serious” that they couldn’t be
discussed in an open hearing, Dingell
said. Glenn Podonsky, DOE’s chief
health, safety, and security officer, said
“key equipment malfunctions” and
“some difficulty in implementing re-
sponse actions” were to blame. Among
other problems, the lab’s security force
was unable to deploy a key element
of its defenses—an enormous truck-
mounted Gatling-type machine gun
capable of firing 4000 rounds per
minute and with a kill range of more
than a mile.

LLNL director George Miller said
that health and safety considerations
limited the guard force’s options in re-
sponse to the simulated terrorist attack.
Officers, for example, were not allowed
to use ladders to climb onto the roof of
the “superblock,” the highly secured
warehouse in the lab complex where
fissile materials are kept. They were
also prohibited from using smoke and
engaging in “realistic exercises” inside
the facility. Guards performed far bet-
ter during a mock terrorist attack held
in August, and a DOE review of that
drill said the lab now has “a robust pro-
tection strategy,” according to Miller.

David Kramer
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Bubble fusion
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After making headlines with claims of
achieving nuclear fusion in a tabletop
experiment, Rusi Taleyarkhan joined
Purdue University’s nuclear engineer-
ing department in 2004. His tenure
there has been rocky. After a university
investigation cited Taleyarkhan for two
instances of research misconduct, the
university imposed sanctions in Au-
gust. Taleyarkhan will remain a mem-
ber of the university’s faculty and can
serve on graduate committees, but he
will no longer have a named professor-
ship and will not be allowed to serve as
a major professor for graduate students
for at least three years.

The saga began in 2002, when Tale-
yarkhan was at Oak Ridge National
Laboratory. He and his colleagues had
subjected a flask of deuterated acetone
to very intense, high-frequency sound
waves, causing the formation of tiny
bubbles that expanded and contracted
in phase with the sound. Theorists
had predicted that the compression-
induced shock wave in a sufficiently
spherical bubble could create high
enough temperatures and pressures for
deuterons to fuse. Taleyarkhan’s team
presented evidence that such fusion
had indeed occurred. But their report,
published in Science, met with consid-
erable skepticism. (See PHYSICS TODAY,
April 2002, page 16.)

Independent research groups have
so far failed to confirm the results of
Taleyarkhan’s group, and controversy
has dogged him. Some have criticized
the experiments. Others have leveled
charges of misconduct. Purdue con-
vened two successive investigations in
2006 and 2007 to explore those allega-
tions. Neither investigation charged
Taleyarkhan with wrongdoing.

Still, questions lingered. Even the
subcommittee on investigations and
oversight of the House Committee on
Science and Technology weighed in,
criticizing what it regarded as a limited
investigation by Purdue. (See PHYSICS
ToODAY, June 2007, page 36.) The uni-
versity established a third investigation
in November 2007. In its 18 July report
to Purdue, the investigation committee
charged Taleyarkhan with misconduct
relating to the authorship of a scientific
paper and to the characterization of a
certain experiment as an “indepen-
dent” confirmation of bubble fusion.

One of the sonoluminescence ex-
perts whose group has not been able to
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reproduce Taleyarkhan’s bubble nu-
clear fusion results is Kenneth Suslick
of the University of Illinois at Urbana-
Champaign. He regrets that the investi-
gations did not look into how the sci-
ence experiments were conducted,
commenting that “justice has been
done, but not completely.”

For his part, Taleyarkhan commented
by e-mail that “there is much more to
this story than meets the eye, and the full
truth will have to come out soon.”

The investigation committee was
chaired by Purdue’s Mark Hermodson,
a biochemist. Its six members included
three researchers from other universi-
ties and one from a national lab. The
committee considered 12 allegations
and found sufficient evidence to cite
Taleyarkhan with research misconduct
in two cases.

Both cases deal with the publication
of results from an experiment in which
Taleyarkhan had been “heavily in-
volved,” according to the committee.
The research paper was originally sub-
mitted to (and rejected by) Physical Re-
view Letters with Yiban Xu, a postdoc-
toral fellow, as the sole author. Despite
Taleyarkhan’s apparent involvement,
the committee concluded that a senior
mentor may choose not to have his
name appear as an author of a publica-
tion for a number of legitimate reasons.
The PRL reviewer commented that with
only one author, the needed cross
checks and witnessing of results seemed
lacking. Subsequently, the committee
reports, “Taleyarkhan with falsifying in-
tent caused” Adam Butt, a master’s stu-
dent of Taleyarkhan'’s, to be added to the
paper as a coauthor. In his statement,
Butt asserted that his only contribution
was to check that data had been cor-
rectly transferred from a spreadsheet
and to suggest some minor editorial
changes to the manuscript. The paper,
with Xu and Butt as coauthors, was pub-
lished in Nuclear Engineering and Design
in 2005. The investigation committee
concluded that Taleyarkhan had com-
pelled the addition of Butt's name to cre-
ate an appearance of collaboration be-
tween Xu and Butt.

The second instance of misconduct
cited by the committee concerned a
paper published by Taleyarkhan and
his colleagues in PRL in 2006, in which
they asserted that their 2002 observa-
tions of bubble fusion “have now been
independently confirmed.” The inde-
pendent confirmation cited was the
2005 Nuclear Engineering and Design
paper by Xu and Butt. The committee
stated that “Dr. Taleyarkhan himself
well knew the degree of his direct men-

30 November 2008 Physics Today

MICHAEL HOCHELLA AND KELLY HAUS, VIRGINIA TECH

toring, editing and promotion of Dr.
Xu’s work and the resulting publica-
tion.” It concluded that the effort to
characterize Xu's experiment as “inde-
pendent” was research misconduct.
Taleyarkhan appealed the investiga-
tion’s findings but on 21 August the uni-
versity’s appeal committee concluded
that the committee had followed due
process and had an evidentiary basis for
its conclusions. Barbara Goss Levi

NSF-EPA centers
study safety of

nanomaterials

With belt-tightening the norm these
days, a 17 September announcement by
NSF and the US Environmental Protec-
tion Agency was especially welcome:
The two agencies upped their invest-
ment in studying the safety implica-
tions of nanotechnology from the in-
tended $25 million to $38 million. That
money goes to research in an area for
which lawmakers threatened last
spring to mandate more spending (see
PHYsICS TODAY, June 2008, page 24).
The increase is to create two multi-
campus, interdisciplinary research cen-
ters rather than one. The Center for En-
vironmental Implications of Nano-
technology headed by the University of
California, Los Angeles, will get
$24 million, and the CEIN spearheaded
by Duke University will get about
$14 million. “It's unusual that we are
funding two and making a much bigger
investment [than planned],” says Alan
Tessier, a program director in the divi-
sion of environmental biology at NSF,
which is ponying up the additional
funding for a total contribution of
$33 million. “But the recommendations
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on both centers were unanimous. The
two are complementary in type of sci-
ence and approach, and environmental
health and safety is a priority of the Na-
tional Nanotechnology Initiative. We
saw an opportunity.”

The centers” goal, says UC-CEIN di-
rector André Nel, “is to establish a scien-
tific basis [for] the safety assessment of
nanomaterials through the use of a hard-
core predictive science.” Adds Mark
Wiesner, director of the Duke center, “We
are looking from the molecular level up
to ecosystems. How have cells adapted
over time? What's different about manu-
factured nanomaterials compared to
what’s out there in nature? And what are
the impacts on the environment? Those
are key questions.” Although there may
be some overlap with existing nanocen-
ters, Wiesner says, the CEINs “are the
first to look at physical, biochemical, and
ecological issues. Others look at applica-
tions of nanomaterials and the social di-
mensions of nanotechnology.” (See the
article by Cyrus Mody in PHYSICS TODAY,
October 2008, page 38.)

Research at the Duke CEIN —whose
main partners are Carnegie Mellon Uni-
versity, Virginia Tech, and Howard Uni-
versity —will center on 32 closet-sized
ecosystems, or mesocosms, to be set up
in the forests near the Durham, North
Carolina, campus. “We can introduce
nanomaterials and monitor the meso-
cosm for a year or more to understand
how [the nanomaterials] move and are
transformed —through oxidation, re-
duction, agglomeration, loss of coat-
ings,” says the center’s deputy director,
Greg Lowry of CMU. “We will focus on
a metal, a metal oxide, and a carbon
nanomaterial.” The metal, he adds, will
“probably be silver, because it’s used in
so many commercial products.”

Mineral
nanoparticles
(inset) serve as
a vehicle for
transporting
toxic heavy met-
als downstream
from areas near
the Berkeley Pit
in Butte, Mon-
tana. Such inter-
actions of nano-
materials with
life and the
environment are
the focus of two
new NSF-EPA
nanocenters.
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